NudopmanuonHas naMATKA 10 BONPOcaM KHOep0e301aCHOCTH B CeTH
«HHTepHeT»

KoMmnbroTepHbie BUPYChI

KoMmnproTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOTPaMM,
OTJIMYUTEIBHOU OCOOCHHOCTHIO KOTOPOU SIBIISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHuio). B nomosiHeHHe K 3TOMYy, BHPYChl MOTYT MOBPEAUTHh WIIU
MOJIHOCTHIO YHUUTOXUTH Bce (hailiibl U TaHHbIE, MIOJJKOHTPOJBHBIE MMOJIb30BATEIIO,
OT UMEHHU KOTOPOTro ObliIa 3allyllieHa 3apaxEHHas NporpaMMa, a Takke OBPEIUTh
WIN JTaXXe YHUYTOXKUTH OMEPAIMOHHYI0 CUCTEMY CO BceMu (aiiamu B 1enom. B
OOJIBIIMHCTBE CIIy4aeB PACHPOCTPAHSIIOTCA BUPYChI YEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEAOHOCHBIX MPOrpaMM:

1. Mcrionp3yiTe COBpEMEHHBIE OINEPALMOHHBIE CUCTEMbI, MMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. TloctossHHO ycTaHaBiHMBaiiTe maTuu (OOHOBIEHUS, KOTOpPhIE ABTOMATHYECKU
YCTaHABJIMBAIOTCS C LEJbI0 JOPAOOTKH MPOTpaMMbl) U APyrue OOHOBICHUS CBOEH
onepalMoHHON cucteMbl. CkauMBaiTe HX TOJBKO C OQUIMAIBHOTO CcaiiTa
pazpabotunka OC. Eciu CyliecTByeT peXHM aBTOMAaTHYECKOTO OOHOBIICHMS,
BKJIFOUUTE €T0;

3. PaboraiiTe Ha cBOE€M KOMIIBIOTEpE II0J TpaBaMU I[OJb30BATENsl, a He
aJIMUHHUCTpAaTOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
VMHCTAJUIMPOBATHCS HA BAILIEM IIEPCOHAIIBHOM KOMIIBIOTEDE;

4. Hcnonb3yiiTe  aHTUBUPYCHBIE MPOrPaMMHBIE  IMPOAYKTBl  HM3BECTHBIX
POM3BOJUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0as3;

5. Orpanunubte HU3HUECKUN JOCTYT K KOMIBIOTEPY sl TOCTOPOHHUX JIUIL;

6. Ucnonp3yiiTe BHEIIHUE HOCUTENN MH(GOPMALIMU, TaKUe Kak (ielika, JUCK HIIN
¢aiin u3 UHTepHeTa, TOIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaiiTe KOMIBIOTEpHBbIE (aliabl, MOJyYEHHbIE M3 HEHAAEKHBIX
UCTOYHUKOB. J[axke Te (pailyibl, KOTOphIE MpUCIATM Balld 3HAKOMbIC. Y TOUHHUTE,
otnpasisiin v oHu JaHHele (aitnel. Cetn WI-FI C momomero WI-Fi moxHO
MOJIYYUTh OECIUIATHBIA UHTEPHET-A0CTYN B OOIIECTBEHHBIX MecTax: Kade, OTeNsIX,
TOPTOBBIX IIeHTpax U adpomoprax. Tak xxe WI-Fi saBmsgerca oTau4HOM
BO3MOXHOCTBIO BbIxoJa B HMHTepHeT. HO MHOrme 3KCHEpThl CUYUTAKOT, 4YTO
obmenocrynubie Wi-Fi cetu He SIBISIOTCS O€30MIaCHBIMH.

CogeTnl 110 6€30nmacHOCTH PadoThI B 0011e10CTYNHBIX ceTsix Wi-fi:

1. He mepemaBaiite cBOO JMUHYI0 HH(pOpMANUIO 4epe3 obmenocTymnubie Wi-Fi
cet. PaboTas B HUX, JKeJIaTeIbHO HE BBOJUTH MApOJH JAOCTYIIA, JOTUHBI U KaKHe-
1160 HOMEDA,

2. Ucnonp3yiiTe 1 OOHOBJISITE aHTUBUPYCHBIE MporpaMmbl U OpaHaMaysp. Tem
caMbIM BbI 0Oe30macuTe cedst OT 3aKayky BUpYCa Ha CBOE yCTPOMCTBO;

3. [Ipu ucnonszoBanuu Wi-Fi otkmounte ¢pynkuio «O0muit qoctyn K (aitnam u
npuHTepam». JlaHHas (GyHKUMA 3aKphiTa MO YMOJYAHHUIO, OJIHAKO HEKOTOpPbIE
M0JIb30BATENM aKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOJIb30BaHUs B paboTe win yueoe;

4. He ucnonp3yiite nmyosmunsii WI-FI ns mepenaun MTuyHbIX JaHHBIX, HAIPUMED,
JUIS1 BBIXO/1A B COLIMAJIBHBIE CETH WM B DJIIEKTPOHHYIO MTOYTY;



5. Ucnonw3yiite ToJbKO 3ammuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAUTE UMEHHO «https://»;

6. B moOunbHOM Tenedone otkimouute dyHkiuoo «llogkmouenne k Wi-Fi
aBTomMaTudeckn». He momyckali aBTOMaTHYECKOTO MOJKIIOYEHHS YCTpPOMCTBa K
cetsiMm Wi-Fi 6e3 Baiero cornacusi.

CoumnasnbHbie ceTH

ConuanbpHasi CeTb - 3TO CaWT, KOTOPBIA MPEAOCTaBISET BO3MOXXHOCTH JIOASM
OCYIIECTBIISITh OOIICHHE MEXITy coO00W B WHTEpHETe. Yarne Bcero B HUX A
KOKIOTO YeJIOBEKa BBIIENSCTCS CBOS JUYHAs CTpaHWYKa, HAa KOTOPOW OH
yKa3bIBaeT 0 ce0e pa3nuyHyro MHGOPMALMI0, HAUMHAsg OT MMEHH, (aMuIuu U
3aKaH4YMBas JIMYHBIMU (oTorpadusiMu. MHOTHE MOTB30BATENM HE IOHUMAIOT, YTO
uHdOopMaIus, pa3MEIIeHHas UMH B COITMAIBHBIX CETSIX, MOXKET OBITh HailieHa U
UCIIOJIb30BaHA KEM YrOJHO, B TOM UHCIE HE 00s3aTelbHO ¢ OJlarumu
HaMEPEHUSIMHU.

OcHoOBHBIE COBETHI N0 0€30MACHOCTH B COI[HAJIBHBIX CETAX:

1. OrpannubTe COMCOK Apy3el. Y Bac B APY3bsiX HE JODKHO OBITh CIyHalHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3amuinaiTe CBOIO YacTHYIO Ku3Hb. He ykaspiBailiTe maposiu, TenedoHsl,
ajpeca, JaTy CBOEro PpOXKACHUS H  JAPYryl0 JUYHYI0  HMHGOpMAIHUIO.
370yMBIIJIEHHUKA MOTYT MCHOJB30BaTh Jaxe HH(POPMALMIO O TOM, KaK BBl U
BaIly OJIM3KUE TIAHUPYETE IPOBECTH KAHUKYIIBI;

3. 3ammmraiTe CBOIO PEMyTalldi0 - JIEPKUTE €€ B YUCTOTE W 3ajaBaiiTe cebe
BONIPOC: XOTenu OBl BBI, YTOOBI JApPYTHE TMOJH30BATEIN BHJICIH, UYTO BBI
sarpyxkaere? I[lomymaiite, Tpexae dYeM YTO-TO OIMyOJWKOBaTh, HAMHUCATh U
3arpy3uTh;

4. Ecin BBl TOBOPUTE C JIIOJIBMHM, KOTOPBIX HE 3HAETE, HE HMCIOJB3YWTE CBOE
peajgbHOe UMS U APYTYIO JTUYHYIO MH(GOPMAIUIO: UMS, MECTO YKUTEIbCTBA, MECTO
paboThI (yueOnl) U mpoUee;

5. U30eraiite pasmemenust ororpaduii B HTEpHETE, TlIe BbI M300pa)kKe€Hbl Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEICIUTh BaIlle MECTOIOIOKEHNUE;

6. Ilpu perucrtpanyuu B COIMAIBHOW CETH HEOOXOJMMO HCIIOIb30BATH CIOKHbBIE
NapoJiv, COCTOSUIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEE &;

7. Jlna conuanabHOM CETH, MOYThl U APYTUX CaWTOB HEOOXOIMMO HCHOJIBb30BATh
pasHble maponu. Torma, ecnmu Bac B3JIOMAlOT, TO 3JOYMBINIUICHHUKH TOJIy4aT
JIOCTYT TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBbIE TeHbIH

OJNEeKTPOHHBIE JEHBIM — 3TO OYEHb YOOOHBIM CHoco0 IuIaTexew, OIHaKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh ATH JICHBIU. DJICKTPOHHBIC
JEHbI'H TIOSBWJINCh COBCEM HENABHO M WMEHHO W3-32 3TOTO0 BO MHOTHX
rocyJapcTBax 10 CMX MOp He MPOMUCAaHO MPO HUX B 3akoHax. B Poccum xe oHu
(GYHKUMOHUPYIOT M O HUX YK€ NPOMHCAHO B 3aKOHE, TIE€ UX paslelsioT Ha
HECKOJIbKO BUJIOB - aHOHUMHbIE U HE aHOHUMHBIE. Pa3Huiia B ToM, 4TO aHOHUMHbIE
- 9TO T€, B KOTOPBIX pa3peliaercsi MpOBOAUTH Olnepanuu 0e3 uaeHTU(UKAIUU
MOJIb30BATENsl, @ B HE AHOHUMHBIX HIACHTU(UKAIMHU TOJb30BATENS SBISETCA
oOsi3aTenbHOM. Takke cienyeT pa3inyaTh dJEKTPOHHBIE (pUaTHBIE NeHbIU (PaBHBI



TOCYJapCTBEHHBIM BaJIOTaM) W JJICKTPOHHBbIC He(HaTHBIC IEHbIU (HE pPaBHBI
roCyJAapCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ IJIEeKTPOHHBIMHU JIeHbIAMMU:

1. IIpuBsxuTe K cYeTy MOOMJIBHBINA TenedoH. ITO camblil YI0OHBIM U OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsi3aHHBIN Tene@oOH MOMOXKET, €cliv
3a0yzeTe CBOM IJIATEXKHBIM Mapojb WM 3ailiere Ha CaWT ¢ HE3HAKOMOIo
YCTPOMCTBA;

2. HWcnonw3yiite onHopazoBeie maposu. llocie mnepexona Ha yCUIEHHYIO
aBTOPHU3aLIMI0O BaM YK€ HEe OyIeT yrpoxaTb ONAacHOCTh Kpakh WJIM TepexBara
IJIATEKHOTO MAPOJIs;

3. Broibepute cnoxsblii maposnb. I[IpecTymHukam OyneT HEmpOCTO yrajaaTh
CJIOKHBIM MapoJib. HanexxHble mapoam — 3TO MApPOJU, KOTOPBIE COAEPKAT HE
MeHee § 3HAKOB W BKJIIOYAIOT B Ce0sl CTPOUHBIE U MPOMUCHBIE OYKBBI, MU(PPHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KakK 3HaK J0Juiapa, pyHTa, BOCKIUIATEIbHBIA 3HAK U
T.11. Hampumep, StROng!;

4. He BBOIMTE CBOM JINUHBIE JAHHBIEC HA CaliTaX, KOTOPBIM HE JOBEPSETE.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAsI MOYTa — 3TO TEXHOJOTHS M MPENOCTABISIEMBIE €0 YCIYTH IO
NEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIpPEIESIOTCS B
KOMITbIOTEPHON ceTH. (OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIMK  BBITJISIAT
CIIEYIOIIUM 00pa3oM: UMs_TMOJIb30BaTesA(@UMs_JoMeHa. Taxke Kpome nepeaadn
IPOCTOTO TEKCTa, IMEETCS BOSMOXKHOCTh TepeaBaTh (Pailsibl.

OcHoOBHBIE COBETHI 0 0€30MaCHOI padoTe C JIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh NmpaBUiIbHBIA MOYTOBBIA cepBUC. B MHTEpHETE €cTh OrpOMHBIN
BBIOOp OECTUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIIE JOBEPSATH TEM, KOTOPHIX
BBl 3HACTE U KTO U3 HUX MEPBBIM B PEUTUHTE;

2. He yka3piBaliTe B JUYHOM MouTe JUuHyI uHopManuio. Hampumep, mydiie
BBIOpaTh «MY3bIKaJIbHBIA (paHaT@» unu «pok2013» Bmecto «pomal3n;

3. Mcnonb3yiTe NBYXATAIHYI0 ABTOPU3ALMIO. DTO KOT/Ia MOMUMO NapoJid HYKHO
BBOAUTH KOJ, MPUChUIaEMbIi 0 SMS;

4. BpiOepuTe CHOXKHBIN maposb. s KaKaoro MoYTOBOTO SIMIMKA JOJIKEH OBITh
CBOM HAJEKHbIN, yCTOWYUBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTh BO3MOXKHOCTB HaIlMCaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCTIOJIB3YUTE
3Ty BO3MOYKHOCTb;

6. Mcrionb3yiiTe HECKOJIBKO MOYTOBBIX SIMUKOB. [1epBbIil 111 YaCTHON MEPENUCKU
C ajpecaramMH, KOTOPBIM BBl JIOBEpseTe. OTOT 3JIEKTPOHHBIA aapec He HaAo
WCITIOJIB30BATh TIPH PErUCTpalK Ha (popymax U canTax;

7. He otkpoiBaiiTe ¢aitnnbl U Apyrue BIOKEHUS B MUCbMaX Ja)ke €CJIM OHU MPUIILIN
OT Bamux apy3ei. Jlydie yTouHu, OTIPaBIIsIIU JIM OHU BaM 3TH (ailiibl;

8. Ilocnie okoH4YaHMsI pabOTHl HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIAIKHU C
CaliToM He 3a0y/IbTe HaXaTh Ha «BBIATHY.

Kn0epOysimHr UM BUPTYaJbHOE U3/1€BATEIHLCTBO

KubepOymmHr — mpecieoBaHue COOOIICHUSIMH, COJIEPIKAIUMHU OCKOpOJIeHMUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIMaIbHOE OOMKOTHPOBAHHUE C MTOMOIIbIO
Pa3IMYHBIX UHTEPHETCEPBUCOB.



OcHoBHBIE COBeThI 10 00pHOE ¢ KNOEePOYIJIMHIOM:

1. He Opocaiitech B 0Ooii. Ycmnokoitech. Ecaum Bbl HayHeTe OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TOJIBKO OOJIBIIIE Pa30XIKeTe KOHMIIUKT;

2. YnpapisiTe cBoei KkubeppenyTaiue;

3. AHOHUMHOCTb B ceTu MHUMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHMMHBIM AKKayHTOM;

4. He cTouT BecTH XyJAUTaHCKHM o0Opa3 BUPTyaldbHOW >Ku3HU. HWHTEpHET
¢ukcupyeT Bce Ballld JACUCTBHS M COXpaHSAET UX. YJaIuTh uUX OyAeT KpaiiHe
3aTpyIHUTENBHO; 5. Beaure ceds BEXIUBO;

6. Urnopupyiite eauHu4Hbd HeratuB. (OJHOPa30BbIE  OCKOPOHWTEIHLHBIE
cooOImeHusi Jydyine urHopupoBaTh. OOBIYHO arpeccus MpeKpamaeTcss Ha
Ha4yaJbHOMN CTauu;

7. OrpaHuubTe JOCTyN arpeccopy. B mnporpammax oOMeHa MrHOBEHHBIMHU
COOOUIEHUSIMU, B COLMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJOKHUPOBKH OTIPABKU
COOONIEHUH C ONPEACIICHHBIX aJIPECOB;

8. Ecnu BBl cBugerenbs kuOepOysumMHra. Bamm nedcTBUS: BBICTYNHTH MPOTHUB
npecieaoBaTensl, MOKa3aTb €My, YTO €ro JEWCTBUSA OLIEHUBAIOTCS HETaTHUBHO,
MOAAEPKATH )KEPTBY, KOTOPOU HYKHA IICUXOJIOTUYECKAS] TIOMOILIb.

MoOuabHbIi Tes1eoH

CoBpemeHHble CMapT(OHBI U IUIAHIIETHI COJEp>KaT B cede BIIOJIHE B3POCIBIN
(GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTal[MOHAPHBIMU
KoMmnbroTepamu. OHAKO, CPEACTB 3aIUTHI A7 MOJAOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TectupoBaHME M TIOMCK YSA3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCUBHO, KaK ]Il NEPCOHAJIBHBIX KOMIIBIOTEPOB, TO K€ CaMO€ Kacaercs U
MOOWJIbHBIX — mpwioxkeHud. CoBpeMeHHble  MOOWJIbHBIE  Opay3epbl  yke
MPaKTUYECKU JIOTHAIM HACTOJbHBIE aHAJIOTH, OJHAKO pacliupeHue (QyHKIHOHAaIa
BJICYET 32 COOOM OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3alllMIIEHHOCTh. [lanexo He
BCE€ MPOU3BOJUTENM BBIMTYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOUIUE KPUTUUYECKUE
YSI3BUMOCTH JIJIs CBOUX YCTPOWCTB.

OcHoBHBIE COBETHI JIJI 0€30IACHOCTH MOOMJILHOIO TeJie(poHa:

1. ByabTe oCTOpOXKHBI, BEIb KOT/1a BaM MpeajaratoT OecIlaTHbIiI KOHTEHT, B HEM
MOTYT OBITh CKPBITBI KAKHUE-TO IJIATHBIE YCIYTH;

2. Jlymaiite, npexnae yeMm otmnpaBuTh SMS, ¢orto mmm Bugeo. Bel TouHO 3HaeTe,
r7e OH1 OyyT B KOHEYHOM UTOTre?

3. Heo0x0aumo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY Balllero cMapTdoHa;

4. Ucnionb3yiTe aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMIIBHBIX Telle()OHOB,;

5. He 3arpyxaiiTe NpHJIOKEHHSI OT HEHW3BECTHOTO HWCTOYHHKA, BEJAb OHU MOTYT
coJiepkaTh BPEJOHOCHOE MPOTPaMMHOE 00€CIIeUEHHUE;

6. Ilocne Toro Kak Bbl BBIJIETE C caifTa, rje BBOJIWIM JUYHYIO HUHGOpPMAIHIO,
3aiiiuTe B HACTPOMKH Opay3epa u ynanute cookies;

7. Ileppuoauyecku NpoOBEPSINTE, KAKUE TUIATHBIE YCIYTM aKTUBUPOBAHBI HA BallleM
HOMEpe MOOMJIBLHOTO TeseoHa;



8. JlaBaiite cBOW HOMEp MOOWJIBHOTO TenedoHa TOJBKO JIIOISAM, KOTOPBIX BbI
3HaeTe U KOMY JI0BEPSIETE;

9. Bluetooth nmomxeH ObITh BBIKIIOYEH, KOrJa Bbl UM HeE HoJb3yeTech. He
3a0bIBaiiTe NHOTA IPOBEPSTH ITO.

@UUIMHT WM KPaKa JUYHBIX JAHHBIX

I'naBHas uenb GuinHra - Buaa MIHTepHET-MOIIEHHUYECTBA, COCTOUT B MOJIy4EHUU
KOHQUICHIMAIBHBIX JaHHBIX II0JIb30BaTele — JOrmHOB M mnaponei. Ha
aHrauiickom si3bike phishing uynrtaercs kak ¢ummHr (ot fishing — poiOHas J0BA,
password — mapoJb).

OcHoBHBIE COBETHI 110 00pbLOE ¢ PUILIMHIOM:

1. Cnenute 3a cBOMM akkayHTOM. Eciii BBl oJj03peBaeTe, 4yTo Balla aHKeTa Oblia
B3JIOMaHa, HEOOXOIuMO 3a0JOKUpOBAaTh €€ M COOOLIUTH aJIMUHHUCTPATOpaM
pecypca 00 3TOM Kak MOXKHO CKODPEE;

2. HUcnonw3yiite Oe30macHble BeO-CailTbl, B TOM YHCJE, UHTEPHET-MAra3uHoB U
IIOUCKOBBIX CHUCTEM;

3. Hcnone3yiiTe clOoXHBIE W pa3Hble Mapoau. TakuM oOpa3oM, eciu
3JI0YMBIIIJIEHHUKY B3JIOMAIOT Balll aKKayHT, TO MOJIy4aT JOCTYH TOJBKO K OJTHOMY
BalleMy Ipo(QuUiIIo B CETH, 8 HE KO BCEM;

4. Ecin Bac «B3JIOMalIny, HEOOXOAUMO MIPEAYNpPEAUTh 00 3TOM BCEX 3HAKOMBIX,
KOTOpBIE€ JOOABJIEHBI Y BaC B JIPY3bsiX, TAK KAK, BO3MOXKHO, UM OT Ballero UMEHU
OyZAeT pacchlIaThCs CllaM U CChUIKU Ha (PUIIMHTOBBIE CAWTHI;

5. YcranoBute HaaexHbii napois (PIN) na MoOunsHbIN TenedoH;

6. OTKIIIOUNTE COXpaHEHHE MapoJis B Opay3epe;

7. He otkpeiBaiiTe ¢aitnbl U Apyrue BIOKEHUS B MUCbMaXx Ja)ke €CJIM OHU MPUIILIN
OT Bamux apy3ei. Jlydie yrounuTe, OTIPaBIISIIN JIX BaM 3TH (DaiiIbl.



